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Casey Schaufler

ÅPorted Unix Version 6 to 32bit

ÅTrusted Solaris, Trusted Irix, UNICOS

ÅPOSIX P1003.1e/2c

ÅLinux Smack



Todayôs Talk

ÅMandatory Access Control (MAC)

ÅHow Smack implements MAC

ÅEmbedded Systems

ÅExample Solutions

ÅComparisons

ÅConclusions



Mandatory Access Control

ÅConcepts

ïSubject is an active entity

ïObject is a passive entity

ïAccess is an operation preformed on an 

object by a subject



Mandatory Access Control

ÅPrinciples

ïUser has no say in it

ïBased on system controlled attributes

ÅJargon

ïLabel

ïBell & LaPadula

ïCIPSO



Smack Label Mechanism

ÅEvery subject gets a label

ÅEvery object gets a label

ÅObjects get creating Subjectôs label

ÅLabels and label names are the same

ÅNo implicit relationship between labels

ÅList of explicit access relationships



Subjects Access Objects

ÅA subject is a task, not a program

Ålstat reads a file objectôs attributes

Åexec requires execute access on a file

Åsend writes to a process object

Åsettimeofday is uninteresting



System Labels

Å_ floor

Å^ hat

Å* star

ïObjects Only

ÅAny single special 

character

_

*

^



User Labels

_

*

^

DapSEAsia



Explicit Access Rules

ÅDap SEAsia r

ÅMed Pop    w

Dap

Med

SEAsia

Pop



Networking Model

ÅCIPSO Labeled packets

ÅSender writes to receiver

ïSender is subject, receiver is object

ÅSocket, packet not policy components

ÅWilliam Janet   w

ïAllows a UDP packet

ÅJanet   William r

ïDoes not allow a UDP Packet



Embedded Systems

ÅDo one thing

ÅDo not have multiple users

ïAndroid assumes this

ÅCheaper is better

ÅFeature completeness is uninteresting



Embedded Systems

ÅDo one thing

ïThat may be pretty general

ÅHandheld device

ÅNetworking appliance

ïApplications from 3rd parties



Embedded Systems

ÅFeature Completeness

ïJust enough to do the job

ÅBusyBox is popular

ïNot well suited to distributions

ïRoll Your Own 



Embedded Systems

ÅCheaper is better

ïCost really matters

ïRAM

ïDisk

ïType, not just amount

ÅImpacts file system selection



Mutual Data Pull
Sharing but not influencing

Å ESPN CNN  r

Å CNN  ESPN r

System Data
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Data
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Process

CNN

Process



Messaging
Cooperation but not sharing

Å Video Audio w

Å Audio Video w

System Data

Video

Content

Audio

Content

Video

Process

Audio

Process



Guard Box

Å Hidden Guard   w

Å Guard  Exposed w

System Data

Hidden

Data

Exposed

Data

Exposed

Process

Hidden

Process

Guard

Process

Rules



Time of Day Control

Å At 5:00PM é

Å Worker Game x

Å At 8:00AM é

Å Worker Game NO

System Data

Game

Programs

Worker

Process

System Data

Game

Programs

Worker

Process



Size Comparisons

ÅSmack has small footprint

ïSmall number of rules, if any

ïFile attributes may be rare

ÅMount options

ÅBehavior of the floor label

ÅSELinux

ï800,000 line policy for FC9

ïAll files must be labeled



Programming Impact

ÅProgram changes

ïSELinux tries to hide MAC

ïLibselinux, libsemanage, é

ïSmack makes it easy to use MAC

ïUses existing xattr and file interfaces

ÅNetworking

ïIP filter, raccoon

ïCIPSO in the IP stack




