The Simplified Mandatory Access
Control Kernel
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Applying Access Rules
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Setting Access Rules
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Socket Attributes
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Writing Applications for Smack
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Smack Relevant Applications
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File System Interfaces
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len = getxattr(“/”, “security.SMACK64”, value, sizeof (value));
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rc = setxattr (“/foo”, “security.SMACK64”, “Rubble”,
strlen (“Rubble”), 0);
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Socket Interfaces
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len = fgetxattr (fd, “security.SMACK64PACKET”, value, sizeof
(value)) ;
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rc = fsetxattr (fd, “security.SMACK64IPOUT”, “Rubble”,
strlen (“Rubble”), 0);
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rc = fsetxattr (fd, “security.SMACK64IPIN, “*”, strlen(“*"),
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